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Abstract
sbag is a standalone, command-line tool used to extract

Shellbag artifacts from Windows user account registry
hives. It can operate on a live target hives or on separately
captured registry hives. All artifacts can be outputted in
one of three formats for easy inclusion with other forensics
artifacts.
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yaru - (version 1.18) (C:\dump\sbag.test\ntuser.dat)
File View Options Reports

1 Introduction

Registry Keys
shag is a command line version of a Windows registry 700 Windows
+ (] CurrentVersion
parser that targets the Shellbag subkeys to pull useful + (3 DWM

=1 Shell

directory and file artifacts to help identify user activity. i
+ 1 ociations
There are binaries available for Windows, Linux and Mac ﬂ' Folder/path

0OS-X. The Windows version allows one to parse hives *Lé 0 It
NodeSlots

resident from a live system. B MRUListEx
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As background, the ShellBag information is a set of subkeys _Do
. . . . | = (= Bagsl Screen preferences,
in a user registry hive (eg. ntuser.dat and usrclass.dat files) Tyl
used by the Windows operating system to track user #( 10 | (includes file info

. Lo . . + (1 100

window viewing preferences. It does this by storing . :]J i for Deskop)

various Windows Explorer settings that relates to
dimensions, settings, etc. This allows one to reopen the same folder at a later time with the settings
from the previous time. Each user will have separate preferences for folders, and therefore, these
settings are stored in the appropriate user hive.

Since the ShellBag subkeys store various metadata on how Windows Explorer items were arranged, and
since they are recorded for each user, from a computer forensics standpoint, one can parse the data and
pull out various pieces of information that relate to user interaction. When combined with other
available computer artifacts, it could provide a more complete picture of what files were accessed, or
deleted by the user, and from what storage device they were accessing (could be either an internal,
external or network storage device). The 'ShellNoRoam\BagXxx' key(s) has data for local folders and the
'Shell\BagXxx' key(s) has data for the remote folders.

The registry subkeys that shag evaluates include the following:

NTUSER.DAT\Software\Microsoft\Windows\Shell\BagMRU
NTUSER.DAT\Software\Microsoft\Windows\Shell\Bags
NTUSER.DAT\Software\Microsoft\Windows\ShelINoRoam\BagMRU
NTUSER.DAT\Software\Microsoft\Windows\ShellINoRoam\Bags
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UsrClass.DAT\Local Settings\Software\Microsoft\Windows\Shell\BagMRU
UsrClass.DAT\Local Settings\Software\Microsoft\Windows\Shell\Bags
UsrClass.DAT\Local Settings\Software\Microsoft\Windows\ShelINoRoam\BagMRU
UsrClass.DAT\Local Settings\Software\Microsoft\Windows\ShelINoRoam\Bags

On Vista and Windows 7, the UsrClass.dat hive is new from the older Windows XP and is located in the
C:\Users\<user>\AppData\Local\Microsoft\Windows directory.
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2 How to Use sbag

sbhag is a console application, and thus, to use this tool on a live system, one will need to open the
command prompt with administrator privileges first. One can display the menu options by typing in the
executable name without parameters. A screen shot of the menu is shown below.

While the menu shows a number of different options, the only required parameter to pass in is the user
hive one wishes to extract shellbag artifacts from. The available options include: (a) annotating
username and/or hostname to the output (version 0.23+), (b) specifying what type of format one wishes
to put the output data in, (c) whether to extract data from cell slack space (version 0.24+), (d)
miscellaneous and date/time format options (version 0.29+), (e) the ability to pipe in hives for analysis
(version 0.33+), and (f) the ability to parse all the user hives by either pointing to a drive letter or a
Volume Shadow copy (version 0.38).

The output options include: (a) the default output, where each record is on a separate line and each
field is separated by the pipe character, (b) the SleuthKit body-file format * and (c) the log2timeline CSV
(comma separated value) format. [©

2. Administrator: Windows PowerShell

Usage:

sbag -hive <user hive> [format options]

sbag -partition <drive> *** parse user hives given partition
sbag -vss <num> *** parse user hives from Vol Shadow
sbag -livehives = 1list user hives available

dir <somedir>\*ntuser* /b /s [/a:h] | sbag -pipe > out.txt

sbag -enumdir <folder> -num_subdirs <#> [options]

Basic options
-csv
-csvlat
-bodyfile

output in comma separated value format
log2timeline output
sleuthkit output

Additional options
-basel®@
-userstats
-username <name>
-hostname <name>
-inc_slack
-dateformat mm/dd/yyyy
-timeformat hh:mm:ss
-pair_datetime
-no_whitespace
-csv_separator "|*"
-pipe
-filter <*partial*|*.ext>

use basel@ for file size instead of std::hex
pull acct from hive [ntuser.dat only]
output will contain this username
output will contain this hostname
include slack data in parse

yyy-mm-dd" is the default
"hh:mm:ss.xxx" is the default
*** combine date/time into 1 field for csv
remove whitespace between csv delimiter
use a pipe char for separator
pipe user hives into sbag for processing
*** filters stdin data from -pipe option

LT T T T I T O | T

2.1 Processing Individual Hives

Below is an example of parsing a user hive in an off-line manner. For this example, it assumes a user hive
was extracted to the c:\dump directory beforehand. To parse the hive, one could then invoke the
following command:
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sbag -hive c:\dump\ntuser.dat > results.txt

Since the output that is generated is very wide, it is recommended that one redirect the output of the
command into a results file as shown above. Then, it can be reviewed in any text editor by turning off
the word wrap option to see each record on a separate line. If one wants to take advantage of the
Comma Separate Value (CSV) format that is easily opened with any spreadsheet application, one could
use the -csv option, like below:

sbag -hive c:\dump\ntuser.dat -csv > results.csv
The only difference in the results between the normal output and the CSV output is the CSV processed
output is checked for any occurrences of commas. If any commas are found, they are changed into
semicolons so as to not disrupt the CSV format for separating the fields. Thus, if one needs exact data
without any possible modifications, one should choose the normal (default) output. The normal
(default) output uses the pipe character ‘|’ for a delimiter which does not conflict with any valid
Windows filename syntax.

2.2 Processing Volume Shadow Copies (Individual Hive or Entire Volume)

For starters, to access Volume Shadow copies, one needs to be running with administrator privileges.
Also, Volume Shadow copies, as is discussed here, only applies to Windows Vista, Win7, Win8 and
beyond. It does not apply to Windows XP.

To make it easier with the syntax, we’ve built in some shortcut syntax to access a specified Volume
Shadow copy, via the %vss% keyword. This internally gets expanded into
\\?\GLOBALROOT\Device\HarddiskVolumeShadowCopy. Thus to access index 1 of the volume shadow
copy, one would prepend the keyword and index, like so, %vss%1 to the normal path of the hive. For
example, to access a user hive located in the testuser account from the HarddiskVolumeShadowCopy1,
the following syntax can be used:

sbag -hive %vss%l1\Users\testuser\ntuser.dat > results.txt

To determine which indexes are available from the various Volume Shadows, one can use the Windows
built-in utility vssadmin, as follows:

vssadmin list shadows

To filter some of the extraneous detail, type

vssadmin list shadows | find /i "volume"

While the amount of data can be voluminous, the keywords one needs to look for are names that look
like this:

Shadow Copy Volume: WW\GLOBALROOT\Device\HarddiskVolumeShadowCopy1
Shadow Copy Volume: \2\GLOBALROOT\Device\HarddiskVolumeShadowCopy?2
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From the above, notice the number after the word HarddiskvolumeShadowCopy. It is this number that
is appended to the %vss% keyword.

In addition, there is the ability to automatically find and parse all the ntuser.dat and usrclass.dat hive on
a given Volume Shadow, by using the -vss <index of Volume Shadow> option. To invoke this, just pass
in which Volume Shadow copy you wish to analyze. One does not need to specify a hive since it will find

and parse all the hives in the user directories. For example, to analyze copy 1:

sbag -vss 1 -csv > results.txt

When using the default output option or the normal CSV option, the output will include a separate
header for each hive found and parsed. The hive location will be annotated with the volume shadow

copy symbolic name and hive path (see below).

integrated under one header.

If using the -csvi2t option, all the records will be

cmdline: sbag64 -vss 1 -csv %
ES
regdate reg-uUtC mru full path hive location
9/1/2013 14:51:04.770 Desktop\ \\?\GLOBALROOT\Device’ s\testuserl\ntuser.dat
4/11/2014 23:10:58.175 Desktop\{CLSID_RecycleBin} \\?\GLOBALROOT\Devic? Atestuserl\ntuser.dat
4/11/2014 23:10:58.175 Desktop\{CLSID_RecycleBin} \\?\GLOBALROOT\Devic s\testuserl\ntuser.dat
regdate reg-UTC mru full path hive location )
4/11/2014 23:09:51.755 Desktop\ \\?\GLOBALROOT\Devic¥ s\testuserl\appData\local\microsoft\windows\usrclass.dat
4/11/2014 23:09:51.755 Desktop\{CLSID_ComputersAndD \\?\GLOBALROOT\Device\x s\testuserl\appData\local\microsoft\windows\usrclass.dat
9/1/2013 14:51:00.012 <-  Desktop\{CLSID_ControlPanel}\ \\?\GLOBALROOT\Device\#* -rs\testuserl\appData\local\microsoft\windows\usrclass.dat
4/11/2014 23:09:45.786 <-  Desktop\{CLSID_ControlPanel}\{C \\?\GLOBALROOT\Device\| J\testuserl\appData\local\microsoft\windows\usrclass.dat
4/11/2014 23:09:51.755 Desktop\{CLSID_Libraries}\ \\?\GLOBALROOT\Devicee cs\testuserl\appData\local\microsoft\windows\usrclass.dat
4/11/2014 23:09:51.755 Desktop\{CLSID_MyComputer}\ \\?\GLOBALROOT\Device\ <\testuserl\appData\local\microsoft\windows\usrclass.dat
3/9/2014 22:18:37.306 Desktop\{CLSID_MyComputer}\E: \\?\GLOBALROOT\Device rs\testuserl\appData\local\microsoft\windows\usrclass.dat
3/9/2014 22:18:37.306 <- Desktop\{CLSID_MyComputer}\Z: \\?\GLOBALROOT\Device? \testuserl\appData\local\microsoft\windows\usrclass.dat
regdate reg-UtC mru full path hive location
3/2/2014 16:09:58.143 Desktop\ \\?\GLOBALROOT\Device\r srs\testuser2\ntuser.dat
3/2/2014 16:09:58.143 <-  Desktop\{CLSID_ComputersAndD \\?\GLOBALROOT\Device\ =rs\testuser2\ntuser.dat
8/10/2014 22:11:04.653 Desktop\{CLSID_RecycleBin} \\?\GLOBALROOT\DeviceV s\testuser2\ntuser.dat
regdate reg-UTC mru full path hive location
8/12/2014 02:20:01.124 Desktop\ \\?\GLOBALROOT\Device{ rs\testuser2\appData\local\microsoft\windows\usrclass.dat
3/2/2014 16:09:40.236 <-  Desktop\{CLSID_ComputersAndD \\?\GLOBALROOT\Device(’. L\testuser2\appData\local\microsoft\windows\usrclass.dat
8/12/2014 02:20:01.124 <- Desktop\{CLSID_ControlPanel}\ \\?\GLOBALROOT\Devic s\testuser2\appData\local\microsoft\windows\usrclass.dat
8/8/2014 15:28:19.072 Desktop\{CLSID_ControlPanel}\{C \\?\GLOBALROOT\Devic ~rs\testuser2\appData\local\microsoft\windows\usrclass.dat

2.3 Processing all User Hives on Partition

Added with version 0.38, one can process all the user hives on a specified volume (including the live

system volume). This option is invoked with the following syntax: -partition <drive letter>. This option

only looks in the normal users’ directories to find which hives are available, and then proceeds to

process those hives. It is useful if mounting a collected image of a system volume as another drive

letter.

2.4 Enumerating Available User Hives
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To just enumerate which hives are available for processing ShellBag artifacts from a live system, one can
use the -livehives option. Once the path of the location of the user hives are known, one can parse any
of the desired hives by passing in the path of the active hive. For this type of live processing, shag will
take care of taking a snapshot of the requested hive by reading the appropriate raw NTFS clusters and
then proceed to extract the artifacts from the snapshot.

BE¥ Administrator: Command Prompt

C:\dump\shag.test
shag — limited v gt {(c> TZWorks LLC
time: 0A8,03,2013 17:46:42.161 [UTC]

Available hives on system

is\\usrc lass .dat

\usrclass.dat

3 Results of the Parsing

In previous versions of shag (prior to version 0.24), the BagMRU and Bags datasets were separated into
independent outputs. Since the BagMRU data primarily represents the folders (or directories) of the
files and the Bags dataset primarily represents the files in the folders, it made sense to integrate like
BagMRU\Bags datasets into one output. So, starting in version 0.24, this is now the baseline output. It
happens, however, that multiple datasets can still be displayed, one for the Shell\[BagMRU | Bags]
dataset and one for the ShellNoRoam\[BagMRU | Bags] dataset.
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Below is an annotated example of sbag’s output rendered on a spreadsheet. The artifacts are extracted
from an ntuser.dat file from a Windows 7 box. Each of the command line switches used in the example

are explained in the Available Options section of this paper. Finally, all the timestamp information was

truncated to highlight some of the other fields, and more specifically, some interesting items.

Example: sbag -hive c:\dump\ntuser.dat -baselO -inc_slack —csv > results.csv

type bag file size full path source subkey/value na
& *Inode and sequence number of target

dir Desktop\ are displayed (if available ) Shell\BagMRU\
file 129592 Desktop\2012.( Shell\Bags\1\Desktop\Ite

file 15489 Desktop\desktop.ini Shell\Bags\1\Desktop\Iten

file 34989 Desktop\device.enum.txt Shell\Bags\1\Desktop\Ite
28320 Desktop\dual.tan tut Shell\B:
738288 Desktop\GENA| *There can be parsable slack space sheis{ Bags

7 e hell 3
20671520 in the Bags ltemPosXxx value data Shell\Bags\I\Des
9 Desktop\stocks]

Shell\Bags\1\Desktop\ite

160137 Desktop\jp32.v.1.02.win.zip Shell\Bags\1\Desktop\Iteg

1114112 732659 Desktop\kernel32_32.dIl Shell\Bags\1\Desktop\Item§

Desktop\{CLSID_ComputersAndDevices]\NAS1\\NAS1\share\xfer\apple\ Shell\BagMRU\0\0\0\0\1
Desktop\{CLSID_ComputersAndDevices}\NAS1\\NAS1\share\xfer\apple\evtx_view\ Shell\BagMRU\0\0\0\0\1\
Desktop\{CLSID_ComputersAndDevices}\NAS1\\NAS1\share\xfer\apple\pe_view\ Shell\BagMRU\0\0\0\0\1\0
Desktop\{CLSID ComputersAndDevices}\NASI\\NASI\share\xfer\apple\pescan), Shell\BagMRU\0\0\0\0\1\
Shell\BagMRU\0\0\0\0\3

BagMRU contains primarily folder metadata, but it shell\
can contain file data as well under certain conditions shell\ BagMRU

Desktop\{CLSID_ComputersAndDevices\NAS2\\NAS2\public\vmware\vista.bust.zip\ __ Shell\BagMRU\0\3\1\19\2
Desktop\{CLSID_ComputersAndDevices\NAS2\\NAS2\public\working.temp

*Requires Full version of license

Below are some observations one should note from the above snapshot:

a. The value name Shell\ Bags\ <bag#>\ Desktop\ ItemPos<screen resolution> contains the
metadata associated with files that were part of the Desktop. However, (not shown in the
above snapshot), it can also contain metadata about folder data as well.

b. Since the ItemPosXxx registry value is a large blob of binary data, there are cases where there is
sufficient cell slack space to pull out additional artifacts.

c. The Shell\BagMRU subkeys, while mainly containing folder metadata, can also contain file
metadata, with complete MACB timestamps as well as size information.

d. The last column of the screenshot above shows where the data was derived from. As it
happens, some of the folder/file data ‘appears’ to be redundant, so this last column adds more
confidence to the results presented so as to identify the origins of the data. This more easily
allows one to ‘hand’ parse the data to verify any of the results generated. We, in fact, use it to
help verify our results as we make changes to the baseline software.

e. Shellbag data may contain an inode (MFT entry) and MFT sequence number to reference the
target entry. One can use this inode/sequence number pair to help find the target entry, and if
found, will yield additional metadata to the examiner.

sbag shows other data in the output as well, but the display is rather long; so we broke up the data
further to highlight these other fields with another example. This data was taken from parsing a
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UsrClass.dat hive provided by Rob Lee and used in the SANS 408 Forensics challenge exercise. The
output fields we focus on in this example are the registry key timestamps for the parent BagMRU entries
and the indicator to the right of these times displays which BagMRU entry is the last associated with the
registry time. This is known as the MRU (for Most Recently Used) entry. Also shown in this example
are Bag timestamps that are related to each BagMRU entry. Since each BagMRU points to a Bag entry,
it is useful to use these Bag timestamps to also correlate MRU times for those entries that do not have
one. This gives one some additional data to help understand when this entry was last changed. One
should note, in some cases, sbag provides more than one Bag timestamp (as shown below). The reason
for this is that shag extracts all the registry subkey timestamps for the parent Bag entry to identify the
times this Bag entry (and thus related to the BagMRU entry) was updated as opposed to only the main
one.

regdate reg-UTc full path bag registry dates related to this entry
10/22/2013 21:41:53.935 Desktop\{CLSID_MyComputer}\Donald's Windows Phone\ 10/21/2013 17:38:22
10/21/2013 17:38:50.359 <- e op\{CLSlD MyComputer}\Donald‘s Windows Phone\Phone\ 10/21/2013 17:38:50
10/21/2013 19:59:23.896 <- erl\Donald's Windows Phone\Phgs® 10/21/2013 20:08:30
10/22/2013 21:41:53,935 <- DESkTUp\{CLSID _MyCompy /17/2013 21:06:57.826; 10/17/2013 19:29:42.756;

Desktop\{CLSID_MyCompd *Additional bag related timestamps 17/2013 21:07:30.074; 10/17/2013 21:07:30.035;
17/2013 19:29:45.465; 10/17/2013 19:29:45.464
17',"2013 19:29:52.797; 10/17/2013 19:29:52.757

Indicator for which |P=s<t9PNCSIEMyCeompd ¢ rrelated to BagMRU entries to give
Desktop\{CLSID_MyCompy

timestamps are Desktop\[CLSID_MyCompy) another source of MRU times
MRU entries Desktop\{CLSID_MyComputerP\E:\iCloud Photos\

As the last example to show the amount of data sbag can provide, the metadata field is expanded from
the previous example. Three entries are only shown to highlight the additional data portable devices
store in ShellBag entries. From this particular entry, one can see the Vendor and Product Identifier,
serial number, security identifier, etc.; useful information from an investigators perspective.

full path extra metadata

(1]

Desktop\{CLSID_MyComputer}\Donald's Windows Phone\ \\?\usb#vid_0421&pid_0661&mi_00#6&6d096df&0&0000#{6ac27878-
a6fa-4155-ba85-f98f491d4f33}; [2] {CLSID_PortableDevices}

[1] SID-{10001 MTP Volume - 65537 31268536320}; [2] Generic
Desktop\{CLSID_MyComputer}\Donald's Windows Phone\Phone\ hierarchical; [3] Serial# : MTP Volume - 65537; [4] FuncObijld : s10001;
[5] Uniqueld : SID-{10001 MTP Volume - 65537 31268536320}

4-0000-0000-000000000000}; [2] Objid : 01; [3]
1; [4] Uniqueld.: 4

*Portable Devices archive much

Desktop\{CLSID_MyComputer}\Donald's Windows Ph ;
P\ EMyOOmpUtes) more data than normal entries

*Reqmres Full version of license

4 Results when some of the shellbag entries are deleted

Occasionally sbag will come across entries in the shell bag hierarchy that are missing. This most likely
occurs by deleting certain entries and leaving others. Empirical data suggests that the operating system
does not do this. So when this occurs, it was most likely intentionally done with anti-forensics in mind.
When considering these types of cases, there are two possibilities: (a) deleting subkeys and (b) deleting
values. The graphic below shows an example of this.
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When a subkey is deleted, the rest of the entries are deleted as well. For recovery, one needs to rely on
reconstructing the deleted subkeys from the registry unallocated hive space. While yaru can do this,
sbag currently does not automatically do this. The second example is when one of the values is deleted.
In this case, shag can reconstruct most of the path while marking the deleted value in the path
accordingly. Below is an example of the output for this second case:

sbag - full ver: 0.32; Copyright (c) TZWorks LLC
run time: 08/19/2013 02:21:19.042 [UTC] Value deleted
ShellBag results for hive: F:\workarea\ntuser.deltest.dat
regdate reg-UTC mdate mtime-U type bag full path source subkey/val
2/14/2012 20:02:29. 07/12/2010 01:59:54. dir 74 Desktop\{CLSID_ComputersAndDevices}\nas is\ shell\BagMRU\O\3}jo]8

2/14/2012 20:02:29. 10/01/2010 22:42:44. dir 71 Desktop\{CLSID_ComputersAndDevices}\nas Shell\BagMRU\0\3J0}7
2/14/2012 20:02:29. 11/14/2010 10:05:02. dir = 70 Desktop\{CLSID_ComputersAndDevices}\nas i shell\BagMRU\O\3]ol6
2/14/2012 20:02:29. 01/29/2011 16:40:14. dir 108 Desktop\{CLSID_ComputersAndDevices}\nas shell\BagMRU\O\3]0}9
2/14/2012 20:02:29. 04/16/2011 12:33:38. dir 67 Desktop\{CLSID_ComputersandDevicesj\nas software\ Shell\BagMRU\0\3J0]3

5 GUIDs for Common Desktop Items

Many of the shellbag datasets have Globally Unique Identifiers (GUIDs) to represent common desktop
items. Microsoft publishes a list of well-known GUIDs. Another location one can extract GUID/desktop
item is in the desktop namespace subkeys in the software registry hive.

In the example in the previous section, there a number of entries that use the term

CLSID ComputersAndDevices. This name is constructed from the registry subkey
HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\NameSpace\{GUID}. One
particular GUID is highlighted from the snapshot below along with its string definition. The GUID
{f02c1a0d-be21-4350-88b0-7367fc96ef3c} from the graphic below equates to the name “Computers and
Devices.” Thus, when shag finds a GUID, such as the one above, it uses this GUID/name relationship to
generate the name CLSID_ComputerAndDevices when rendering the output.
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yaru - (version 1.18) (c\dump\sbag.test\sw.win7.bin)
File View Options Reports

Registry Keys Key/Value data
512 Desktop 2| SOFTUARE“Microsof t\Windows CurrentVersion \ExplorersDesktop\NaneSpaces{F02C1A0]
=20 Nemespace Timestanp: 0x0lca043f05b12b16 (07/14-09 04:53:25.842 GHT)
(2 (031E4825-7894-4dc3-B131-E46B44CADDS) )
(0 {04731B67-D933-4502-90E6 -4 ACD2ED40BFE} qroup =sid {&i:g:ggzgiﬂ
=] {0875DCBG-C686-4243-9432- ADCCFOBIF2DT)

# (0 {11016101-E366-4D22-BC06-4 ADA335C892B} i | e S DS

0 (380 13 does S BSDE)  Aomt lloved AdmmeTS"™  DELETE | READCONTRGL | URITEDAC | VRITE-omM
. access allowe mins = - H
L0 {26EE0668-A00A-44D7-9371-BEBOS4CO8683) access allowed Dsers READ_CONTROL | GENWERIC READ

(0 {4336254d-038b-4685-ab02-99bb52d31bSb}

(2] {45008FBA-AD25-1100-98A3-080036181103) {unnamed ) REG_SZ Computers and Devices
(] {5399E604-6CES-4D6C-8FCE-1D8870FDCBAD)
# (1 {59031247-3f72-4427-89¢5-5595fe6b0ee}
(] (645FF040-5081-1018-9F08-00AAD02FI5S4E}
(L] {89D83576-6BD1-4¢86-9454-BEBO4EI4CE19}
# () {BFDBB38D-30E1-4F25-AC2B-553D3D65FOEA}
(] {9343812e-1¢37-4249-a1 2e-4b2dB10d956b}
(20 {98D99750-0B8A-4¢59-9151-589053683073}
=/ {BOFBDS2D-C4AT-4219-9850-11309DLACSAE}
= (0 {BAFB3F98-C1EA-428d-AT8A-D1F5659CBA93}
(2 {BD7A2E78-21CB-41b2-A086-B309680C6B7E}
# (0 {dafa5313-ed4d-46af-bel b-cbacea2c3065}

= (0 {e3451351-0397-435¢-8195-4€92226250¢} .
E&e 1 Matching Desktop GUIDs to Names

a3

(2 (F3F58

Other names representing GUIDs that one will see sbag displaying regularly are listed below. Many of
these can be resolved in one of the namespaces in the Software registry hive.

CLSID_MyComputer = {0d04fe0-3aea-1069-a2d8-08002b30309d}

CLSID_RecycleBin = {645ff040-5081-101b-9f08-00aa002f954e}

CLSID_ControlPanel = {21ec2020-3aea-1069-a2dd-08002b30309d} & { 26ee0668-a00a-44d7-9371-beb064c98683}
CLSID_MyNetworkPlaces = {208d2c60-3aea-1069-a2d7-08002b30309d}

CLSID_MyDocuments = {450d8fba-ad25-11d0-98a8-0800361b1103}

CLSID_UserLibraries = {031E4825-7B94-4dc3-B131-E946B44C8DD5}
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6 Cell Slack Artifacts in Bags ItemPos Data

For cases where there is sufficient slack space available in the registry cell value data, sbag will try to
parse this data into some intelligible output. Since this option is still experimental, it has been added as
a separate option one can invoke. This allows one to isolate the option, should it exhibit any instability,
until sufficient testing has been done. To use this option, use the —inc_slack switch.

For those wishing to analyze cell slack space in a hex dump view, one can use our yaru 7! utility. Just
navigate to a similar registry value that is shown below, and scroll to the end of the data output. If there
is any slack space, it will be displayed at the end. The results of processing the slack space below was
shown in the screenshot displayed on section 3 above.

m yaru - (version 1.18) (c\dumplsbag.te
File View Options Reports

Cell Slack space is at the
end of the of yaru’s display KeyVahie dota

= p— T o5 oW R EEELELEE

#1(Z] Web Service Providers 0000 0940: 00 00

é‘j_‘l wis I —— cell slack (unused cell allocated) space. 0Oxlb2 bytes ——
- Windows —

Registry Keys

4 CurrentVersion 0922

=2 pwMm 09£2:
L 0a02:
£ shel 0a12!
(20 Associations Da22:

(] BagMRU 0232:

Dad2:
= Bags 0a52:

=y ioc:
=2 Desktop 0ag2:

B Frlags
B Mode
B LegicalViewMode
B leonsSize
B Colinfo
B sor
B GroupView
B GroupByKey:FMTID
B GroupByKey:PID
B GroupByDirection
B HemPos2043:015296(1) ...\Bags\1\Desktop\ ItemPos<screen res>

[£] itemPos2048:1152:96(2)

7 Using Inode Information to Analyze an Entry

To do this, we will make use of the gena tool to help provide insight to specific inode’s. Note, one could
have used ntfswalk, ntfsdir, etc., or any tool that allows for inode evaluation. For this example, we will
use the results shown on screen shot in section 3 above. Only a portion of this information is shown
below, so we can focus on the entry that is highlighted in red.
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type bag filesize

inode seq# full path

Going further with the inode

data to analyze the specific file

Desktop\
67 Desktop\2012.08.ion
2 Desktop\desktop.ini

1
1

file
file

35670
328

136 Desktop\device.enum.txt
64 Desktop\dual.tap.txt

34989
28320

By using the inode and sequence number, one can confidently find the entry in question on a volume.

One must, of course, identify the volume

in question, since a desktop item shown in the sbag results

could have been sourced anywhere. For this case, to make it easy, we selected an entry that came from

the ‘C’ volume.

When using gena to analyze this entry, there are really a few steps to get to the entry desired. Each of

these steps is enumerated in the graphic

below:

@ gena - (Graphic:l Engine for NTFS Analysis) (examining: C - Read Only)

Eile Utils

Data Format

1. In gena open the

Path: [root]\Users\tzlabs\Desktop\device.enum.txt

File Record:

i MFT entry: ©x@00088ad [34989]
volume that contains Seq Num:  ©x@088 [136]
the inode you wish ype: Tile
y Ref Count: 2 A
to analyze
= ™ Standard Info Attrib: (ARCHIVE)
B sBoot (7) modified: ©8/04/2012 14:31:11.465

$BadClus (8)

A| sBadClus:SBad (8)

SSecure (9)

B supCase (10)

Al sUpCase:Sinfo (10)
# (] SExtend (11)

&#

[+

©8/04/2012 12:51:13.380
AR /04 =] d- : 455

Shm;r ino;i;...
2. Select the metatag tab at the
bottom and right click on the

&

+

+

# (] Program Files (121)

# (0 Program Files (x86)
(] ProgramData (450)
#(_] Recovery (37084)

# (] System Volume Info ™1

screen The “Showinode” button [®]
will be displayed. Select it.
0
0
e
2
Qancell gcceptl
Ije

3. The popup will allow you to
enter the inode you wish to view
and gena will display the metadata
associated with that inode

# (0 Temp (234274)
#I(0 temp_dump (243575
# ([0 test (737447)

# ([ tools (37391)

4. The name, inode and sequence
number should all match the sbag
result to be declared a match

# (0 tzworks (235028)
# (] Users (547)

@ T wmuwsars (E0470 hd £
(| i »

exeeeeB865 -> Oxeeveddbd

ntfswalk metadatal vol data] normal data]
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8 Anatomy of a shag Entry

Each entry, sbag shows data from various sources within the BagMRU and Bags subkeys. Parsing this
manually is confusing and prone to errors. To show where all data is taken from, an example is taken
by looking at the Shell\BagMRU\1\3\26 entry and its corresponding sources of data. Each source of
data is annotated with the actual registry data used to populate the shag entry. This includes: (a) time
from the parent subkey (Shell\BagMRU\1\3\26), (b) MRUListEx entry that is a child of the parent
directory, (c) DOS timestamps embedded in the shellbag data in the target entry, (d) NodeSlot data that
identifies the companion Bag entry, and (e) the corresponding Bag entry subkey timestamps.

_— UsrClass.dat\Local Settings\Software\Microsoft\Windows\Shell\BagMRU\1\3
Timestamp: ©@x@lceefc28427e248 (12/83/20813 ©€:53:81.273965 UTC)

4 UsrClass.dat\Local Settings\Software\Microsoft\Windows\Shell\BagMRU\1\3\MRUListEX

Actual entry may include oftware\Microsoft\Windows\Shell\BagMRU\1\3\26

DOS timestamps geg BINA| Modify (DOS time)
Parent subkey of rrTr—TTTT =TT 84 80 B+ . . .du
BagMRU\1\3\26 0000 0010: g 00 36 80 88 @@ 4 @@ ef bel3b 48 2a b8J mp..6....... ;8%

ad B B8 8
0000 0020: |3b 40 2a bsl2a 06 0@ 08 d9 @c @0 P9 0 00 61
2000 0032: 00 00 O ) b oo o0 00 oo Create (DOS time)
eepe eese: 75 ee g Access (DOStime) b ee e -

A 4

I regdate reg-UTCImruI mdate time-UTC adate time-UTC cdate time-UTC! bag Ibag registry datesl

UsrClass.dat\Local Settings\Softuare\MicrosoFt\Nindows\Shelll\BagHRU\l\3\26\N0de510t
NodeSlot NORD exeeeees2d
0x52d equates to 1325 Bag entry

e
=13 Microsoft
=23 Windows
# (] CurrentVersion
= Shell
# BagMRU
- (3 Bags
#(E 1 )
40710 Bag subkey related timestamps
it BN o T s, that BagMRU\1\3\26 points to
- L3S N
=3 1324
=1 CombDlg
4] {SCAF28B5-F869-4E84-8E60-F11DBS7CSCCT)
= ComDiglegacy
#(Z0 {5CAF28B5-F869-4E84-8E60-F11DBI7C5CCT)
=] Shell
410 {5CAF28B5-F869-4E84-BEG0-F11DBI7C5CCT}
] KnownFolderDerivedFolderType

+313_‘E SniffedFolderType Anatomy Of a sbag entry
(Example using BagMRU\1\3\26)
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8.1 Extra Metadata

Aside from the normal parameters extracted, sbag will also try to parse any other data it finds. This
data is typically additional properties specific to that entry and can details such as dates, more path
information, icons used, etc. Any additional properties that are parsed are displayed to the user in the
column titled “extra metadata”. This field is currently just a catchall for any extra information. This
field can get populated by extra data found in entries from: (a) RecycleBin, (b) cellphone, (c) networking,
(d) Music, (e) Pictures, (f) Searches, etc. By looking at the ‘extra metadata’ one can see if this entry has
any unique properties. Below is an example of grouping a few of these entries.

full path extra metadata

Desktop\{CLSID_OtherUsers}\Donald Blake\BIff [1] Embedded Path : {CLSID_MyComputer}\C:\Users\Donald\AppData\Roaming\Micrg
Desktop\{CLSID_OtherUsers}\Donald Blake\BIFL[ Networking related | MyComputerj\C:\Users\Donald\AppData\Roaming\Micrg
Desktop\{CLSID_OtherUsers}\Donald Blake\VAj [ - ' ComputersAndDevices}\VALHALLA\Users\dblak_000\ApQ
Desktop\{CLSID_OtherUsers}\Jordan Boone\Jg [1] Embedded Path : {CLSID_ComputersAndDevices}\JOTUMHEIM\Users\jboon_000\A|
Desktop\{CLSID_RecycleBin}\SREMAANA\ [1] Embedded Path : C:\Users\Donald\SkyDrive\Documents\Articles [orig path/file];

Desktop\{CLSID_RecycleBin}\SRFCAT94.0ld\ | [{=e~tmeidadoas_.cleindows.old [orig path/file]; [2] Modified : 10/19/2013 20:08:
Desktop\{CLSID_RecycleBin}\SRR8X579\ ul RecycleBin related ers\Donald\SkyDrive\Documents\Templates [orig path/fild]
Desktop\{CLSID_RecycleBin}\SRR981U0\ [1] Embedded Path : C:\Users\Donald\Dropbox [orig path/file]; [2] Modified : 08/01/2
Desktop\{CLSID_RecycleBin}\SRS2E26R\ < [1] Embedded Path : C:\Users\Donald\SkyDrive\Documents\Workshop [orig path/file

Searchrclated Imported Pictures and Videos0
[1 = Search Results in Administrative Tools0

Desktop\{CLSID_Search}\

Desktop\{CLSID_Search}\ }[1

8.2 Timestamps

When parsing the last Item ID node for a particular entry, if there are DOS time stamps present, shag
will populate the fields: modify date (mdate/time), access date (adate/time) and create date
(cdate/time). Obviously, if none are present, these fields are blank. In some cases, however, sbag will
include additional time stamps that get reported in the ‘extra metadata’ field. In these cases, shag
found both DOS time stamps as well as other time stamp data embedded in one of the property
structures for that node. In some cases, the DOS time stamps will not be present, but there will be
timestamps available as a property.

9 Timestamp verification

For sbag algorithm updates, we internally perform regression testing as a normal course of action to
verify the entries are valid. Likewise, it is highly recommended that any user of our tools do some sort
of integrity validation to ensure the data reported is accurate. Below is a quick way of one way to verify
the timestamps reported by shag reflect the raw data.

One starts out by identifying where the source of an entry came from (shown as #1 in the diagram). This
can be viewed in the last column of the sbag output. Next, one can use any registry viewer to extract
the binary data from the appropriate cell value (shown as #2 in the diagram). For the example below,
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we used yaru to extract and review the binary data. The timestamps embedded are DOS based (versus
FILETIME based), and thus, are four byte values. After locating the three DOS timestamps, one converts
these timestamps into a readable form. Step #3 below shows a multipurpose utility we use to convert
between various time formats, however, any trusted time conversion tool that is available online will
suffice.

How to verify an shag timestamp entry —

1 - find source of entry
moddate mtime [UTC] Jaccessdate atime [UTC] createdate ctime [UTC] full path source subkey/value name
09/11/2011 13:15:02.000 §09/11/2011 13:19:02.000 09/11/2011 13:19:02.000 Desktop\{CLSID_MyComputerf\C:\dump\ | Shell\BagMRU\2\1\4

=10 Spell jIUsrClass dat\Local Settings™SoftwarexMicrosoft\Windows\Shell BaghRU 2x1%4
=/ BagMRU 4 Modify (DOS time)
422 0000 0000: 4a 00 3t oo oo wo—oo—oo
w030 0000 0010 l.u_zn_u.u_u.u.las 00 08 00 T3 B
0000 0020 {2b 3f 61 6afea 00 00 00 bl 8cfoi 00T :
=281 ) TU U0 00 00 00 00 00 00§00 00 00 00 64 0O
001 Access (DOS time) 6d 00 00 0o wmp.
= ) _
2E 17 2—Dump ent.ryln yaru or
+(18 DOS Timestamp: any registry viewer and
£ :: ; - 2b 3f 61 6a => 0x3f2b (date) 0x6a61 (time) extract timestamps
&
i
€35
=39 3
— compare computed
B Nodes stime Bx3f2b Bx6abl . P . S a
ERautils <vB.81>, Copyright (c> TZWorks LLC timestamp with sbag’s
B‘ dos time: Bx3f2b Bx6abl : B911.-2011 13:19:02| kel
2
B3
ag
2
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10 Available Options
The options labeled as 'Extra’ require a separate license for them to be unlocked.

Option Description

Use this option to specify which hive to process artifacts from. Syntax
-hive is -hive <hive file>

Experimental. This option allows one to point to a Volume Shadow copy
and process any user hives in the standard users’ directories. Syntax is -vss

-Vss <index of volume shadow copy>. Only applies to Windows Vista, Win7,
Win8 and beyond. Does not apply to Windows XP.

Experimental. This option allows one to point to a drive letter and process
any user hives in the standard users’ directories. Syntax is -partition <drive

-partition
letter>
Switch to enumerate the user hives on the current system. Since this option

_livehives only makes sense when running sbag on a Windows box, this option will
not show up when running on Linux or Mac OS-X.

Outputs the data fields delimited by commas. Since filenames can have

_csv commas, to ensure the fields are uniquely separated, any commas in the
filenames get converted to spaces.

_csvIt Outputs the data fields in accordance with the log2timeline format.
Outputs the data fields in accordance with the 'body-file' version3 specified
in the SleuthKit. The date/timestamp outputted to the body-file is in terms

-bodyfile of UTC. So if using the body-file in conjunction with the mactime.pl utility,
one needs to set the environment variable TZ=UTC.

Ensure all size/address output is displayed in base-10 format vice

-base10 hexadecimal format. Default is hexadecimal format
Option is used to populate the output records with a specified username.

-username The syntax is -username <name to use>.

Option is used to populate the output records with a specified hostname.

-hostname The syntax is -hostname <name to use>.

-userstats Switch tells sbag to try to extract the user account name from the
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-pipe

-enumdir

-filter

-inc_slack

-no_whitespace

-CSV_separator

-dateformat

-timeformat

ntuser.dat hive and populate it in the data that is outputted.

Used to pipe files into the tool via STDIN (standard input). Each file passed
in is parsed in sequence.

Experimental. Used to process files within a folder and/or subfolders. Each
file is parsed in sequence. The syntax is -enumdir <folder> -num_subdirs
<#>.

Filters data passed in via STDIN via the -pipe or -enumdir options. The
syntax is -filter <"*.ext | *partialname* [ ...">. The wildcard character
"*'is restricted to either before the name or after the name.

Switch to extract and parse any slack data in the Bags ltemPosXxx value
data.

Used in conjunction with -csv option to remove any whitespace between
the field value and the CSV separator.

Used in conjunction with the -csv option to change the CSV separator from
the default comma to something else. Syntax is -csv_separator "[" to
change the CSV separator to the pipe character. To use the tab as a
separator, one can use the -csv_separator "tab" OR -csv_separator "\t"
options.

Output the date using the specified format. Default behavior is -dateformat
"yyyy-mm-dd". Using this option allows one to adjust the format to
mm/dd/yy, dd/mm/yy, etc. The restriction with this option is the forward
slash (/) or dash (-) symbol needs to separate month, day and year and the
month is in digit (1-12) form versus abbreviated name form.

Output the time using the specified format. Default behavior is
-timeformat "hh:mm:ss.xxx" One can adjust the format to microseconds,
via "hh:mm:ss.xxxxxx" or nanoseconds, via "hh:mm:ss.xxxxxxxxx", or no
fractional seconds, via "hh:mm:ss". The restrictions with this option is a
colon (:) symbol needs to separate hours, minutes and seconds, a period (.)
symbol needs to separate the seconds and fractional seconds, and the
repeating symbol 'x' is used to represent number of fractional seconds.
(Note: the fractional seconds applies only to those time formats that have
the appropriate precision available. The Windows internal filetime has, for
example, 100 nsec unit precision available. The DOS time format and the
UNIX 'time_t' format, however, have no fractional seconds). Some of the
times represented by this tool may use a time format without fractional
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seconds, and therefore, will not show a greater precision beyond seconds
when using this option.

_pair_datetime Output the date/time as 1 field vice 2 for csv option
All output is in Unicode UTF-8 format. If desired, one can prefix an UTF-8
-utf8_bom byte order mark to the CSV output using this option.

11 Authentication and the License File

This tool has authentication built into the binary. The primary authentication mechanism is the digital
X509 code signing certificate embedded into the binary (Windows and macQOS).

The other mechanism is the runtime authentication, which applies to all the versions of the tools
(Windows, Linux and macOS). The runtime authentication ensures that the tool has a valid license. The
license needs to be in the same directory of the tool for it to authenticate. Furthermore, any
modification to the license, either to its name or contents, will invalidate the license.

11.1 Limited versus Demo versus Full in the tool’s Output Banner

The tools from TZWorks will output header information about the tool's version and whether it is
running in limited, demo or full mode. This is directly related to what version of a license the tool
authenticates with. The limited and demo keywords indicates some functionality of the tool is not
available, and the full keyword indicates all the functionality is available. The lacking functionality in the
limited or demo versions may mean one or all of the following: (a) certain options may not be available,
(b) certain data may not be outputted in the parsed results, and (c) the license has a finite lifetime
before expiring.
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